NHCTPYKIUA
0 nopsiAke odecnevyeHuss KOHPUACHIMATBHOCTH NPH 00pPALLEHHUH C
uHdopManuei, conep:kaulei nepcoHanbublie 1anubie B MBIOY Ne 8

«AJIeHbKHUH IBETOYEK»

1. OGmiue 1moJyIoKeHus

1.1. Uuctpykuus o mopsiake oOecriedeHHss KOH(PHUACHUMATbHOCTU IMpU OOpallleHuu ¢
uHpopmanuen, coaepkallell MepcoHalbHble JaHHble (nanee — WHeTpykuus), sBisercs
00s3aTeNbHOM 111 BCeX CTPYKTYPHBIX MOJpAa3/IeieHU JOIIKOJIBLHOITO 00pa30BaTeIbHOIO
yupexienus (naiee — JJ0Y).

1.2. Ilon mepcoHanbHBIMU JaHHBIMU MOHUMAETCs Jiro0as MHpopMalus, OTHOCAIIAsCS K
OTPE/ICICHHOMY WJIM OIpENesieMOMY Ha OCHOBAaHUM TakoW MHpOpMALK (HU3HUECKOMY JIUIY
(cyOBEeKTy MepcoHaIbHBIX AHHBIX), B T. 4. €ro (hamwimsi, uMs, OTUYECTBO, T'OJ, MECHII, JaTa U
MECTO POXKIECHMS, aJpec, CEMENHOe, COMalbHOE U UMYILECTBEHHOE MOJI0KEHHE, 00pa3oBaHueE,
npodeccust, J0XOAbI U JP.

1.3. O6ecnieuenue KOHPUIEHINATBHOCTH MIEPCOHANBHBIX JaHHBIX HE TpeOyeTcs B ciiyyae
00e3MMYMBaHUsl TMEPCOHANBHBIX JIAHHBIX, a TakKe€ B OTHOIIEHUHM OOUIETOCTYIHBIX
NEPCOHAIBHBIX JaHHBIX. B 0011eq0CTyHbIE WCTOYHHUKH NEPCOHAIBHBIX JaHHBIX (B T. 4.
CIPAaBOYHHUKH, AJPECHbIE€ KHHUIU) B LEISIX HMH(GOPMALMOHHOIO OOECIEYeHHs] C MHUCbMEHHOIO
corjacusi cyObeKTa NepCOHAIbHBIX JAHHBIX MOTYT BKJIIOUAThCSA €ro (haMuiusi, uMs, OTUECTBO,
roJl ¥ MECTO POKJIEHUS, a/IpeC U JPYTrue CBEICHHUS.

1.4. KoHduaeHMaIbHOCTh NEPCOHAIBHBIX JAHHBIX IpEeaycMaTpuUBaeT o00s3aTenbHOe
MOJIy4Y€HHUE COTJIacusi CyObeKTa MEePCOHAIbHBIX JAHHBIX (HAIMYME MHOTO 3aKOHHOTO OCHOBAHUS)
Ha ux o0paboTky. Cornacue He TpeOyeTcsi Ha 00pabOTKY JAHHBIX: HEOOXOIUMBIX JUIS JOCTABKH
MIOYTOBBIX OTIIPABJICHUN OPraHM3alMsIMM IOYTOBOW CBS3HM; BKJIIOYAIOIIUX B C€OS TOJIBKO
dbamMmiIMio, UM U OTYECTBO CYOBEKTa; JaHHBIX, padoTa ¢ KOTOPHIMH MPOBOJUTCS B LEJSAX
UCIIOJIHEHUsI oOpalleHus (3amnpoca) cyObeKTa NEPCOHAIbHBIX JAaHHBIX, TPYAOBOIO WM HHOTO
JIOTOBOpa C HUM, OJIHOKPATHOTO IMpOIlycKa B 3/JaHHW€ WM B HHBIX AHAJIOTHMYHBIX LEJX;
00paboTKa KOTOPHIX OCYIIECTBIIACTCS 0€3 CPEJICTB aBTOMATH3AIIUH.

1.5. Tlopsgok BedeHUsT NEPEYHEW IEPCOHAIBHBIX JAaHHBIX B  CTPYKTYPHBIX
noapaznenenuax JOY yrBepknaercss JOKadbHBIM akToM. OcCyliecTBisiTh 00paboOTKy u
XpaHeHUe KOH(PUACHIUAIbHBIX TaHHBIX, HE BHECEHHBIX B IIEPEUCHb, 3AIPELIACTCS.

1.6. Bce pabOTHHUKH, TIOCTOSHHO paOOTAIONIME B TOMEIICHUSX, B KOTOPBIX BEACTCS
00paboTKka MEepCOHANBHBIX JaHHBIX, JODKHBI HMETh JOMYCK (paspelieHue) K padbore c
COOTBETCTBYIOILIMMHU BUJIaMU NIEPCOHAIBHBIX JAHHBIX.

1.7. PaGoTHHKaM, OCYLIECTBISIONIMM 00pabOTKY MEpPCOHAJIbHBIX IAHHBIX, 3aIPELIAeTCs
coO0IIaTh WX YCTHO WJIM MHUCHBMEHHO KOMY OBl TO HM OBLIO, €CIIM 3TO HE BBI3BAHO CIIY)KEOHOM
HEO0OXOIMMOCTBIO, a TaKXKE OCTaBJISTh MAaT€pHaJIbHbIE HOCUTENIU C MEPCOHAIbHBIMU JAHHBIMHU
0e3 mpucMoTpa B He3amepToM nomeuieHuu. llocie moAroToBku M mepenauyd JIOKyMEHTa B
COOTBETCTBUU C pe3ojouuell (ailiapl YEepHOBUKOB W BAapUAHTOB JIOKYMEHTa JOJKHBI
MIEPEHOCUTHCS  MOJATOTOBHMBIIMM  UX  paOOTHUKOM Ha  MapKUpOBaHHbIE  HOCHUTENH,
IpeHa3HauYeHHbIE JJIs XpaHEHUs NepPCOHANIbHBIX JaHHBIX. be3 coriiacoBaHus ¢ pyKOBOAUTEIEM
CTPYKTYPHOTO TOJpa3aeieHus GopMupoBaHue U XpaHeHue 0a3 JaHHBIX (KapTOTEK, (HaiIoOBBIX
apXUBOB U JIp.), COJIEpKaINX KOH(UICHIIMAIbHbIE JAHHbIE, 3aIPELIacTCs.

1.8. Ilepenaya nepcoHaIbHBIX JAHHBIX JOIYCKAETCSA TOJIBKO B CIIydasiX, YCTAHOBJICHHBIX
OenepanbubiMu 3akoHaMu oT 27.07.2006 Ne 152-®3 "O mnepcoHalbHBIX JTaHHBIX' U OT



02.05.2006 Ne 59-®3 "O mopsake paccMOTpeHus oOpamenuii rpaxaad Poccuiickoi
Oenepanun'", NEHCTBYIOIIUMH WHCTPYKIHUSAMU 1O PabOTe CO CIYXKEOHBIMH JOKYMEHTAMHU W
oOpallleHUsAMHU Tpa)xJaH, a TaKKe MO MUCbMEHHOMY MOPYUYEHUIO (PE30JIIOLKU) BBILIECTOSLIUX
JOJIKHOCTHBIX JIULL.

1.9. 3anpemaercsa nepeaya NepcoOHANbHBIX JaHHBIX MO TeleoHy, Qakcy, 3JeKTPOHHON
MOYTE 32 UCKIIOUYECHHEM CIIy4aeB, YCTAHOBJIEHHBIX 3aKOHOAATENHCTBOM P M NEeHWCTBYIOIIUMU
WHCTPYKIUSMH TI0 pab0Te CO CIYKECOHBIMH IOKYMEHTAMH U OOpameHussMu rpaxkaad. OTBeTHI Ha
3aMpochl TpaXKJAaH U OpraHu3aluil JaroTcsl B TOM 00beMe, KOTOPbIH MO3BOJIIET HE pas3rialiarh
KOH(UJEHIMAIbHbIE JIJaHHBIE, 3a MHCKIIOYEHUEM JIaHHBIX, COJEpKalluXxcsi B Marepuaiax
3asiBUTENIS WM OIYOJIMKOBAHHBIX B OOIEOCTYIHBIX HCTOYHUKAX.

1.10. OTBeTCTBEHHOCTH 3a 3alIUTy 00pabaThIBaEMBbIX IEPCOHAIBHBIX JaHHBIX BO3JIAraercs
Ha paboTHukOB moapazaeneHuit JJOVY, ocymecTBisionmx Takyr o0pabOTKy MO JOTOBOPY C
ONepaTopoM, a TaKKe Ha UWHblEe JMIA, OCYIIECTBIsAoLME O00padoTKy WIM XpaHEHue
KoH(puaeHManbHbIX AaHHbIX B JIOY. Jluna, BUHOBHBIE B HapyIIEHUH HOPM, PErYIHPYIOIIMX
00pabOTKy ¥  XpaHEeHHWE KOH(QHUIEHUUAIbHBIX  JIAHHBIX, HECYT JUCLUMILIMHAPHYIO,
aJIMUHHUCTPATUBHYIO U YIOJIOBHYIO OTBETCTBEHHOCTb B COOTBETCTBHM C 3aKOHOJATEILCTBOM U
BEJIOMCTBEHHBIMU HOPMATHUBHBIMU aKTaMU.

2. Ilopsnok obecrieyeHus: 6e30MacHOCTH HpU OOpabOTKE M XPAaHEHUH NEPCOHAIBHBIX
JAHHBIX, OCYIIECTBIIIEMbIX 0€3 UCII0JIb30BAHUS CPEJCTB aBTOMATU3AIMH

2.1. Ob6paboTKa MEepCOHAIBHBIX AAHHBIX, OCYIIECTBIIAeMas O€3 HMCIOJb30BaHUS CPEACTB
aBTOMAaTHU3alMM, JI0JDKHA ObITh OPraHM30BaHA TaKUM 00pa3oM, YTOOBI B OTHOILIEHUH KaxIOH
KaTEeropuu MepPCOHAIbHBIX JaHHBIX MOXHO ObUIO ONPENENIUTh MECTa XpaHEHUS MaTepHUaJIbHBIX
HOCHTEJIEH ePCOHAIbHBIX TAaHHBIX U YCTAHOBUTH MEPEUYEHb JIULI, OCYIIECTBISAIOIUX 00pabOTKY.
2.2. Ilpm xpaHeHWM MaTEepHAIBHBIX HOCHUTEJEH HEOOXOAMMO COOJIIOAATh  YCIIOBHS,
oOecrnieunBaronye COXPAHHOCTh NePCOHATBHBIX JAHHBIX u UCKJIIOYaIoIIne
HECaHKUMOHUPOBAHHBIM J0CTyn K HHUM. Jluma, ocymecTBisoune o0paboTKy NEpCOHAIbHBIX
JaHHBIX 0€3 MCMOJIb30BAHUS CPEACTB aBTOMATU3ALMU, TOJDKHBI ObITh MPOMH(GOPMUPOBAHBI O
¢akre 00pabOTKM MMM MEPCOHAIBHBIX NAaHHBIX, KATEropusax oOpabaTbiBa€MbIX NEPCOHAIBHBIX
JAHHBIX, a TAaKXKe 00 0COOEHHOCTSIX U MpaBUjIaX BHIMOJIHEHUS Takoi 00pabOTKU.

2.3. HeoOxomumo obecrieunBaTh pa3felbHOE XpaHEHHE MEPCOHAIBHBIX JIAHHBIX
(MaTepuanbHbIX HOCHUTENEH), 00paboTKa KOTOPBIX OCYLIECTBIISIETCS B Pa3iMuHbIX Hensx. [lpu
¢uKcaluy NMEepCcOHANBHBIX JaHHBIX HAa MaTEpUAJbHBIX HOCHUTENSAX HE JOIyCKaeTcs Ha OJHOM
MaTepUaJbHOM HOCUTENE pa3MellaTh IEpPCOHAIbHbIE JaHHbIE, LEIU O00pabOTKH KOTOPBIX
3aBEIOMO HE COBMECTHMBI. J[J1s1 00pabOoTKH MEePCOHANBHBIX JAHHBIX KKIOW KaTEroOpuu JOJHKEH
MCII0JIb30BAThCS OT/IEIbHBIA MaTepUaIbHbI HOCUTEINb.

2.4. Ilpu HECOBMECTUMOCTH Lieei 00pabOTKH MePCOHANBHBIX JAHHBIX, 3a(PMKCUPOBAHHBIX
Ha OJIHOM MaTE€pUaJIbHOM HOCUTEJIE, U HEBO3MOXXHOCTH OOpaOOTKH OJHUX MEPCOHATIBHBIX
JAHHBIX OTJIENBHO OT APYruX, 3a)UKCUPOBAHHBIX HA TOM K€ HOCHUTEIIE, IOJDKHBI OBITh MPUHSTHI
Mepbl 10 O0OECHEYeHHIO pPa3AeIbHOM 00pabOTKM NEPCOHANbHBIX JIAHHBIX, HCKIIIOYAIoIIne
OJIHOBPEMEHHOE  KOINMPOBAHWE  MHBIX  [EPCOHAJBHBIX  JAHHBIX, HE  IOJUIekKAIINX
pacnpoCTpaHEHHUIO U UCTIOJIb30BAHUIO.

2.5. YHUUTOXKEHUE WK 00€3TMUMBaHNE BCEX UM YaCTU NEPCOHANBHBIX JaHHBIX (€CIH 3TO
JOMYCKaeTCcsl  MaTepualbHBIM  HOCHUTEJIEM) IPOU3BOAUTCA  CIOCOOOM,  HCKIIIOYArOIIUM
JalbHENTyl0 00pabOTKy 3TUX MEPCOHAIBHBIX JaHHBIX C COXPAHEHHEM BO3MOKHOCTH
00pabOTKM MHBIX JIaHHBIX, 3a(QUKCUPOBAHHBIX HAa MaTepUAIbHOM HOcHUTeNe (yIaJeHHe,
BbIMapbIBaHue). YTOUHEHUE NEPCOHANbHBIX TaHHBIX MPOU3BOAMUTCS IIyTEM OOHOBIJIEHUS WU



M3MEHEHUs JaHHbIX HAa MaTepUaJbHOM HOCHTENE, a €CIM 3TO HE JOIMYCKAeTCsd TeXHUYECKUMU
OCOOEHHOCTSIMU MAaTE€pPHAIbHOTO HOCHUTENS, — IMyTeM (UKCAllUM Ha TOM >K€ MaTepUalbHOM
HOCHUTENIE CBEIEHUH O BHOCHMBIX B HHMX H3MEHEHMSX, JMOO IyTeM H3rOTOBJIEHHUS HOBOIO
MaTepUAILHOTO HOCUTEIS C YTOUHEHHBIMU NI€PCOHATBHBIMU JAHHBIMHU.

3. Iopsnok obecrieueHus: O6€30MACHOCTH MpU 00pabOTKE MW XpaHEHUH IEPCOHAIbHBIX
JAHHBIX, OCYIIECTBIIIEMbIX C UCIOJIB30BAHUEM CPEJCTB aBTOMATHU3ALINU

3.1. be3onacHOCTb MNEPCOHAJIbHBIX AAHHBIX IMPU UX 00paboTke B HH(POPMALMOHHBIX
CUCTeMaX, XPAaHEHWU U T[epechlIke O0O0eCleYuBaeTCs C IOMOIIBIO CUCTEMBl 3alUThI
MEPCOHAIBHBIX JaHHBIX, BKIIOYAOLIEH CelHalbHbIE CPEACTBA 3aIUThl HHPOPMAIMH, a TAaKKe
UCI0JIb3yeMble B UH(POPMALIMOHHON cucTeMe HH(POPMAIIIOHHBIE TEXHOJIOTHH.

3.2. Homyck aui K oOpaOOTKe MEPCOHATBHBIX JaHHBIX B MH(POPMAIMOHHBIX CHCTEMax
OCYILIECTBJISIETCSI HA OCHOBAHUU COOTBETCTBYIOIMX Pa3pelIUTENbHBIX JTOKYMEHTOB M KIIOUen
(mapoueit) noctyna.

3.3. Pabora ¢ wuH(OOpPMAIMOHHBIMH CHCTEMaMH [IOJDKHA OBITh OPraHW30BaHa TaKUM
o0Opa3oM, uTOObI OOECHEUUTh COXPAaHHOCTh HOCHUTENEH NEepCOHAIBHBIX IaHHBIX M CPEICTB
3alUThl UH(POPMALMK, @ TaKK€ UCKIIOUYUTh BO3MOKHOCTb HEKOHTPOJUPYEMOTO MpeObIBAHUS B
MOMEILEHUSX, 1€ OHU HAXOJIATCS, HOCTOPOHHUX JIULI.

3.4. KommnbloTepbl M (MJM) 3JIEKTPOHHBIE IANKH, B KOTOPBIX cojepkarcs (ailibl ¢
NEPCOHAIBHBIMU  JAHHBIMH, JUISI KaXJIOTO IOJb30BaTeNd JOJDKHBI OBbITh  3aIMILEHBI
MHIUBUAYAIbHBIMU APOJISIMU JOCTYIIA, COCTOSALIMMHU U3 IIECTH U 00Jiee CUMBOJIOB.

3.5. PabGoTta Ha KOMIIbIOTEPAX C NEPCOHAIBHBIMU JaHHBIMU 0€3 mapoJiel 10CTymna WK 0.
YyKUMH WIK OOUMMH (OJIMHAKOBBIMH) NApOJIsIMH, a TaKXKe MEePEChlIKa MePCOHANBHBIX JTaHHBIX
0€3 HCI0JIb30BaHUsl CHEIHAIbHBIX CPEACTB 3alUThl 10 OOLIEAOCTYIHBIM CETSAM CBSI3U, B T. 4.
cetu MHTEpHET, 3ampemaercs.

3.6. Ilpu 00paboTKe TEPCOHANBHBIX JaHHBIX B HHPOPMAIMOHHBIX CHCTEMax
MI0JIb30BATENSIMU JIOJDKHO OBbITH OOECIEeUeHO: HCIOJIb30BaHME IPEIHa3HAUEHHBIX MJIs 3TOrO
pa3nenoB (KaTaJoroB) HOcUTeNled HH(POpMAIMU, BCTPOECHHBIX B TEXHMYECKHUE CPEJCTBA, WIIU
CbEMHBIX MApKUPOBAaHHBIX HOCUTEJIEH; HEIOMylleHHe (PU3MUYEeCKOro BO3ACUCTBUSA Ha
TEXHUYECKUE CPEJICTBA aBTOMATU3MPOBAHHON 00pabOTKU MEPCOHANIbHBIX JaHHBIX, B pE3Yy/bTaTe
KOTOPOTO MOXET ObITh HapyleHO HX (PYHKUMOHUPOBAHUE; IIOCTOSHHOE MCIOJIb30BaHUE
aHTUBUPYCHOTO oOecriedeHus JUisi OOHapy>KEeHUsl 3apakeHHbIX (allJloB U He3aMeUINTENbHOE
BOCCTaHOBJIEHUE MEPCOHANIBHBIX JaHHBIX, MOAN(ULUPOBAHHBIX UM YHUUTOKEHHBIX BCIEACTBHE
HECaHKLMOHUPOBAHHOIO JOCTyNa K HUM; HEJIONYIIEHHE HECaHKIMOHUPOBAHHOTO BBIHOCA W3
MOMEILEHNH, YCTAaHOBKH U MOJKIIOYEHUS 000pYIOBaHUS, a TAaKXKe yIAICHUsI, HHCTALISUN WU
HACTPOMKH ITPOrPaMMHOT0 00eCcreueHusl.

3.7. Ilpu 00paboTKE TEPCOHANBHBIX JAaHHBIX B HHPOPMAIMOHHBIX CHCTEMax
pa3paboOTUMKM M aJMUHHCTPATOpPhl CHUCTEM JIOJDKHBI —oOecrieunBaTh: OOydeHHE JIuL,
HCIOJIb3YIOLIUX CPE/ICTBA 3aIIUThI HH(OPMaLK, IPUMEHsIeMble B THPOPMAIIMOHHBIX CUCTEMAX,
npaBuwiiaM pabOThl ¢ HUMH; y4eT JIUL, JOMYIIEHHbIX K padoTe ¢ MepcoHaIbHBIMU JIAHHBIMHU B
MH(OPMALIMOHHBIX CHUCTEMAaX, IIPaB U MapoJsiei J0CTyMNa; ydyeT MPUMEHSIEMBbIX CPEICTB 3allUThI
nH(pOpPMaLUY, SKCIUIyaTallUOHHOM W TEXHUYECKOW JOKYMEHTAllMM K HHUM; KOHTpOJIb 3a
cOOJIOZIGHUEM YCJIOBUHM HCIIOJIB30BaHMSI CPEJCTB 3alUThl MHQOPMAIUH, IPETyCMOTPEHHBIX
JKCIUIyaTallAOHHOM W  TEXHUYECKOM JOKYMEHTAlUEeH; OINHCAHME CHUCTEMBI  3aLUThI
MIEPCOHATBHBIX JaHHBIX.



3.8. Cnemuduueckne TpeOOBaHUS K 3alIUTE IEPCOHATBHBIX JAaHHBIX B OTACIIBHBIX
aBTOMATH3UPOBAHHBIX CHUCTEMAaxX YCTAaHABJIMBAIOTCS HWHCTPYKIHMSIMH TI0 MX HCIOJIB30BAHUIO H
AKCTUTyaTaIiH.

3.9. PabotHuku noapaznenenuit JJOY u nuua, BINONHSIOMKUE pabOThl MO JOrOBOpaM U
KOHTpPaKTaM, HMMEIOIIME OTHONICHHE K 00paboTKe IMEepPCOHANBHBIX JAaHHBIX, JOJDKHBI OBITH
03HAaKOMJIEHHI ¢ IHCTpyKIIMel nox pacucKy.



